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Chapter 1Introdu
tionThis Do
ument des
ribes the ports of the Par devi
es from www.true-random.
om, e. g.RW3USB.Generally the 
onventions of ANSI-C, IEEE 754 and SI are used.
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Part IUSB and Serial Port

4



Chapter 2Communi
ation ParametersFrom the 
omputer's point of view the Par devi
es are UARTs whi
h are 
onne
ted via anUSB-UART adapter. This adapter uses an FTDI FT232BM whi
h is also used e. g. inmany USB-RS232 adaptors. The driver for the FT232BM is usually automati
ally loadeddire
tly after plug-in be
ause the driver is in the Linux kernel sin
e vesion 2.4. For othersupoorted operating systems, Ma
OS and Mi
rosoft-Windows, go to the driver page onwww.ftdi
hip.
om. For other operating systems, e. g. BSD, you have to look into theredo
umentation.The 
ommuni
ation parameters are 1,500,000 8N1: 1.5 Mbaud, 8 Bit/Byte, no parity,one stopbit and no handshake.The Par devi
e usually works as a slave whi
h sends data only as an answer to a 
ommandfrom the 
omputer (\master"). The only ex
eption is going into a sleep mode when thesupply voltage of the USB bus goes down: Than the Par devi
e sends a quit message.But that should never happen be
ause the USB supply voltage usually 
an only go downduring a plug out and at plug out the data lines are dis
onne
ted before the power supplylines.Every 
orre
tly re
eived 
ommand is a
knowledged from the Par with a data pa
ketwhi
hstarts with the same 
ommand. In 
ase of an error nothing is send from the Par devi
e. Infuture �rmware versions it's possible to send an error message (
ommand 0x77, see nexttwo 
hapters) when there are enough requests to do so.The data are transfered half duplex and the Par devi
e usually answers within onemillise
ond. If the devi
e does not answer within 100 millise
onds you 
an be shure thatthe data pa
ket has been lost (pa
ket loss) or that the devi
e is down or has 
losed the
onne
tion (
ommand 0x22, see next two 
hapters).The data are transfered in big endian format, so you 
an read them easily by printing thedata hexadezimal.
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Chapter 3Command ListThe following table shows all 
ommands whi
h 
an be used or o

ure at the 
ommuni
ationbetween a Par devi
e and a 
omputer.The 
ommand is always the �rst byte of a data pa
ket and this byte determines a) thelength (2..256 Byte) and b) the stru
ture of the data pa
ket (next 
hapter).The data pa
kets always do have this stru
ture:Byte 0 (
ommand), ... Byte N (XOR 
he
ksum).The XOR 
he
ksum, the 
he
ksum for transfer errors, is the ex
lusive or of the Bytes 0 tilByte N-1: Byte 0 ^Byte 1 ..., and the Par devi
es do ignore all pa
kets with a faulty 
he
ksum.The 
he
k sum 
he
k is simply Byte 0 ^... Byte N and the result is zero when the 
he
ksum is ok.The XOR 
he
k sum dete
ts all one-bit-errors and most other errors.When the data pa
ket is longer than 2 Bytes than the se
ond byte must be the addressof the devi
e:Byte 0 (
ommand), Byte 1 (address), ... Byte N (XOR 
he
ksum).Par devi
es do ignore all pa
kets whi
h do have another address.The default address is 0x13 but the address 
an be questioned and set. The address isstored in an EEPROM and therefore not altered by a power down, reset or update of the�rmware.
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7List of the 
ommandsCommand Status Availibility Name0x10 ok + CHECK0x11 ok + GET ADR0x12 ok + SET ADR0x13 ok + SOFT RESET0x14 ok + HARD RESET0x20 ok + SLEEP0x22 ok + HANGUP0x23 ok + SET MODES0x30 ok + MODE AM0x31 ok + MODE LPM30x32 ok + GET TEMPERATUR0x37 ok + GET CONFIG0x38 ok + GET SOFTWARE CONFIG0x39 ok + GET AUTODETECT CONFIG0x3d ok + GET STATUS0x40 ok o GET ADC DATA00x41 ok o GET ADC DATA10x49 ok o ONLINE TEST0x50 ok o SET DAC DATA00x51 ok o SET DAC DATA10x59 ok o GET RAND SEED0x5a ok o GET RAND BLOCK0x5f ok + FLASH CHECK0x60 ok + STACK CHECK0x61 ok o GET UPTIMES0x62 ok o GET TIME0x63 ok o SET TIME0x64 ok o GET DATE0x65 ok o SET DATE0x66 ok o GET SECONDS0x67 ok o SET SECONDS0x70 ok + READ MEM0x71 ok + WRITE MEM0x72 ok o READ MSD0x73 ok o WRITE MSD0x74 ok o GET MSD CONFIG0x77 p + ERROR



8 Command List3.0.1 RemarksName: The name is the de�ne whi
h is used by the Software/Firmware.Availibility: A \+" means that this 
ommand is availible for all Par devi
es.A \o" means this 
ommand is availible for some Par devi
es. Examples: The date/time
ommands are only avilible for Par devi
es with a real time 
lo
k, the ONLINE TEST isonly availible for the Par devi
es with a separate true random number generator.The manual for ea
h devi
e 
ontains a list of the 
ommands whi
h are availible for thatdevi
e.Status: An ok means that the 
ommand is implemented and su

essfully tested.A p means it is planned and it 
an be availible after an update of the �rmware.The time/date of the par devi
es is without leap se
onds and without daylight sav-ing time.The Par devi
es without a real time 
lo
k do ignore all time/date 
ommands.



Chapter 4Detailed Des
ription of theCommands
4.0.2 RemarksE
ho means that the A
knowledgment is the data pa
ket whi
h has been send.The data are send in big endian format. Example: The string 0x010203 is transmitted as0x01, 0x02, 0x03 with 0x01 as the �rst byte.The data types used (uint8 t, uint16 t, ...) are des
ribed in the ANSI C standard (seewww.ansi.org).The default address (se
ond byte if the 
ommand/a
knowledgment is longer than twobytes) is 19.
4.1 Command 0x10The CHECK 
ommand is for 
he
king the 
onne
tion like a small TCP/IP ping.Length: 2 Bytes.Stru
ture: 0x1010A
knowledgment length: 2 Bytes.A
knowledgment Stru
ture: 0x1010 9



10 Detailed Des
ription of the Commands4.2 Command 0x11The GET ADR 
ommand is for getting the a
tual address (uint8 t) from the Par devi
e.Length: 2 Bytes.Stru
ture: 0x1111A
knowledgment length: 3 Bytes.A
knowledgment Stru
ture: 0x11<address byte><XOR 
he
ksum byte>
4.3 Command 0x12The SET ADR 
ommand is for setting the address (uint8 t) of the par devi
e.The address is store in an EEPROM an is therefore not 
hanged by an reset or power down.Length: 4 Bytes.Stru
ture: 0x12<address byte><new address byte><XOR 
he
ksum byte>A
knowledgment length: 3 Bytes.A
knowledgment Stru
ture: 0x12<new address byte><XOR 
he
ksum byte>
4.4 Command 0x13The SOFT RESET 
ommand is for resetting some variables of the par devi
e and is notfully implemented yet.Length: 3 Bytes.Stru
ture: 0x13<address byte><XOR 
he
ksum byte>A
knowledgment: E
ho.



4.1 Command 0x10 114.5 Command 0x14The HARD RESET 
ommand is for resetting the Par devi
e.After the a
knowledgment the 
ode at the RESET interrupt ve
tor is exe
uted in the Pardevi
e.Length: 3 Bytes.Stru
ture: 0x13<address byte><XOR 
he
ksum byte>A
knowledgment: E
ho.4.6 Command 0x19The BIG CHECK 
ommand is for 
he
king the 
onne
tion like a big size TCP/IP ping.The data bytes 
an be any data bytes, e. g. 0, 1, 3, ... 0xfd.Length: 256 Bytes.Stru
ture: 0x19<address byte><data byte 252>...<data byte 0><XOR 
he
ksum>A
knowledgment: E
ho.4.7 Command 0x20The SLEEP MODE 
ommand is setting the Par devi
e into sleep mode where only thereal time 
lo
k is a
tive (if the devi
e has a RTC).Length: 3 Bytes.Stru
ture: 0x20<address byte><XOR 
he
ksum>A
knowledgment: E
ho.4.8 Command 0x22The HANGUP 
ommand kills the UART 
ommuni
ation (UART interrupt) to ensurethat the work done by the Par devi
e is not interrupted by an interrupt.Length: 3 Bytes.Stru
ture: 0x22<address byte><XOR 
he
ksum>A
knowledgment: E
ho.



12 Detailed Des
ription of the Commands4.9 Command 0x23The SET MODES 
ommand sets the main mode (uint16 t) and sub mode (uint16 t) ofthe Par devi
e.Length: 7 Bytes.Stru
ture: 0x23<address byte><high byte of the main mode><low byte of themain mode><high byte of the sub mode><low byteof the sub mode><XOR 
he
ksum>A
knowledgment: E
ho.
4.10 Command 0x30The ONLINE TEST 
ommand is for starting the TRNG online test whi
h is done fromthe Par devi
e.The a
knowledgment is the test result (appendix).Length: 3 Bytes.Stru
ture: 0x30<address byte><XOR 
he
ksum>A
knowledgment length: 13 Bytes.A
knowledgment Stru
ture: 0x30<address byte><test result byte 9>...<test resultbyte 0><XOR 
he
ksum>
4.11 Command 0x32The GET TEMPERATUR is for getting the temperature (uint16 t) of the Par devi
e.The temperature is in Kelvin and therefore unsigned.Length: 3 Bytes.Stru
ture: 0x32<address byte><XOR 
he
ksum>A
knowledgment length: 5 Bytes.A
knowledgment Stru
ture: 0x32<address byte><temperature high byte><temperaturelow byte><XOR 
he
ksum>



4.1 Command 0x10 134.12 Command 0x37The GET CONFIG 
ommand is for getting the 
on�guration (see Appendix) whi
h isstored in the Par devi
e EEPROM.Length: 3 Bytes.Stru
ture: 0x37<address byte><XOR 
he
ksum>A
knowledgment length: 23 Bytes.A
knowledgment Stru
ture: 0x37<
on�guration byte 19>...<
on�guration byte 0><XOR
he
ksum>4.13 Command 0x38The GET SOFTWARE CONFIG 
ommand is for getting the 
on�guration (see Ap-pendix) whi
h is hard 
oded in the Par devi
e �rmware.Length: 3 Bytes.Stru
ture: 0x38<address byte><XOR 
he
ksum>A
knowledgment length: 23 Bytes.A
knowledgment Stru
ture: 0x37<
on�guration byte 19>...<
on�guration byte 0><XOR
he
ksum>4.14 Command 0x39The GET AUTODETECT CONFIG 
ommand is for getting the autodete
ted 
on�gura-tion (see Appendix) of the Par devi
e �rmware.The a
knowledgment only returns the things whi
h 
ould be really dete
ted.Length: 2 Bytes.Stru
ture: 0x39<address byte><XOR 
he
ksum>A
knowledgment length: 23 Bytes.A
knowledgment Stru
ture: 0x37<
on�guration byte 19>...<
on�guration byte 0><XOR
he
ksum>



14 Detailed Des
ription of the Commands4.15 Command 0x3dThe GET STATUS 
ommand is for getting the status (see appendix) of the par devi
e.Length: 3 Bytes.Stru
ture: 0x3d<address byte><XOR 
he
ksum>A
knowledgment length: 23 Bytes.A
knowledgment Stru
ture: 0x10<address byte>...<data byte 253><XOR 
he
ksum>
4.16 Command 0x40The GET ADC DATA0 
ommand is for getting the data (voltage, uint16 t) of the ADCpin 0 (�rst ADC input).Length: 3 Bytes.Stru
ture: 0x40<address byte><XOR 
he
ksum>A
knowledgment length: 5 Bytes.A
knowledgment Stru
ture: 0x40<address byte><data high byte><data lowbyte><XOR 
he
ksum>
4.17 Command 0x41The GET ADC DATA1 
ommand is for getting the data (voltage, uint16 t) of the ADCpin 1 (se
ond ADC input).Length: 3 Bytes.Stru
ture: 0x40<address byte><XOR 
he
ksum>A
knowledgment length: 5 Bytes.A
knowledgment Stru
ture: 0x40<address byte><data high byte><data lowbyte><XOR 
he
ksum>



4.1 Command 0x10 154.18 Command 0x50The SET DAC DATA0 
ommand is for setting the output of the DAC0 to that value(uint16 t).Length: 5 Bytes.Stru
ture: 0x50<address byte>...<data byte 253><XOR 
he
ksum>A
knowledgment length: 256 Bytes.A
knowledgment Stru
ture: 0x50<address byte><XOR 
he
ksum>
4.19 Command 0x51The SET DAC DATA1 
ommand is for setting the output of the DAC0 to that value(uint16 t).Length: 5 Bytes.Stru
ture: 0x50<address byte>...<data byte 253><XOR 
he
ksum>A
knowledgment length: 256 Bytes.A
knowledgment Stru
ture: 0x50<address byte><XOR 
he
ksum>
4.20 Command 0x59The GET RAND SEED 
ommand is for getting a true random number (uint16 t).This number is truely random be
ause it 
ontains e. g. the noise from the ADC but thequality is untested.Length: 3 Bytes.Stru
ture: 0x59<address byte><XOR 
he
ksum>A
knowledgment length: 5 Bytes.A
knowledgment Stru
ture: 0x59<address byte><high random byte><low randombyte><XOR 
he
ksum>



16 Detailed Des
ription of the Commands4.21 Command 0x5aThe GET RAND BLOCK 
ommand is for getting a blo
k of 252 bytes of high qualitytrue random numbers with an asso
iated status byte.The status byte is zero if the random byte do have a su

essfully tested high quality.Length: 3 Bytes.Stru
ture: 0x5a<address byte><XOR 
he
ksum>A
knowledgment length: 256 Bytes.A
knowledgment Stru
ture: 0x5a<address byte><random byte 251><random byte0><status byte><XOR 
he
ksum>4.22 Command 0x5fThe FLASH CHECK 
ommand is for getting the XOR 
he
ksum (uint16 t) of the whole
ash of the Par devi
e mi
ro
ontroller.Length: 3 Bytes.Stru
ture: 0x5f<address byte><XOR 
he
ksum>A
knowledgment length: 5 Bytes.A
knowledgment Stru
ture: 0x5f<address byte><
ash XOR 
he
ksum high byte><
ashXOR 
he
ksum low byte><XOR 
he
ksum>4.23 Command 0x60The STACK CHECK 
ommand is for getting the size of the RAM (uint16 t) in bytesand the number of bytes whi
h are reserved for the sta
k and 
urrently unused (uint16 t).This number is always greater zero be
ause a sta
k over
ow 
auses a hard reset.Length: 3 Bytes.Stru
ture: 0x60<address byte><XOR 
he
ksum>A
knowledgment length: 7 Bytes.A
knowledgment Stru
ture: 0x60<address byte><sta
k size high byte><sta
k sizelow byte><RAM size high byte><RAM size low byte><XOR 
he
ksum>



4.1 Command 0x10 174.24 Command 0x61The GET UPTIMES 
ommand is for getting the uptime in se
onds (uint32 t) a) sin
ethe last (hard) reset and b) the last sleep mode.Length: 3 Bytes.Stru
ture: 0x61<address byte><XOR 
he
ksum>A
knowledgment length: 11 Bytes.A
knowledgment Stru
ture: 0x61<address byte><uptime a MSB>...<uptime aLSB><uptime b MSB>...<uptime b LSB><XOR 
he
ksum>
4.25 Command 0x62The GET TIME 
ommand is for getting the time (hour (0...23), minute (0...59), se
ond(0...59)) of the real time 
lo
k.Length: 3 Bytes.Stru
ture: 0x62<address byte><XOR 
he
ksum>A
knowledgment length: 6 Bytes.A
knowledgment Stru
ture: 0x62<hour byte><minute byte><se
ond byte><XOR
he
ksum>
4.26 Command 0x63The SET TIME 
ommand is for setting the time (hour (0...23), minute (0...59), se
ond(0...59)) of the real time 
lo
k.Length: 6 Bytes.Stru
ture: 0x63><hour byte><minute byte><se
ond byte><XOR 
he
ksum>A
knowledgment length: 3 Bytes.A
knowledgment Stru
ture: 0x63<address byte><XOR 
he
ksum>



18 Detailed Des
ription of the Commands4.27 Command 0x64The GET DATE 
ommand is for getting the date (year -2000 (0...255), month (1...12),day (1...31)) of the real time 
lo
k.Length: 3 Bytes.Stru
ture: 0x64<address byte><XOR 
he
ksum>A
knowledgment length: 6 Bytes.A
knowledgment Stru
ture: 0x64<year byte><month byte><day byte><XOR
he
ksum>4.28 Command 0x65The SET DATE 
ommand is for setting the date (year -2000 (0...255), month (1...12),day (1...31)) of the real time 
lo
k.Length: 6 Bytes.Stru
ture: 0x64<year byte><month byte><day byte><XOR 
he
ksum>A
knowledgment length: 3 Bytes.A
knowledgment Stru
ture: 0x64<address byte><XOR 
he
ksum>4.29 Command 0x66The GET SECONDS 
ommand is for reading the time and date of the Par devi
e byreading the se
onds (uint32 t) sin
e 2000-01-01 0:00:00.Remark: In TAI time the di�eren
e between 2000-01-01 0:00:00 and 1970-01-01 0:00:00 is946684800 (see \date -ud 'Jan 1, 2000 0:00:00' +%s").Length: 7 Bytes.Stru
ture: 0x66<address byte><XOR 
he
ksum>A
knowledgment length: 3 Bytes.A
knowledgment Stru
ture: 0x66<address byte><MSB of the 32 bit se
ond
ounter>...<LSB of the 32 bitse
ond 
ounter><XOR 
he
ksum>



4.1 Command 0x10 194.30 Command 0x67The SET SECONDS 
ommand is for setting the time and date of the Par devi
e bysetting the se
onds (uint32 t) sin
e 2000-01-01 0:00:00.Remark: In TAI time the di�eren
e between 2000-01-01 0:00:00 and 1970-01-01 0:00:00 is946684800 (see \date -ud 'Jan 1, 2000 0:00:00' +%s").Length: 7 Bytes.Stru
ture: 0x66<address byte><MSB of the 32 bit se
ond 
ounter>...<LSB of the32 bitse
ond 
ounter><XOR 
he
ksum>A
knowledgment length: 3 Bytes.A
knowledgment Stru
ture: 0x66<address byte><XOR 
he
ksum>4.31 Command 0x70The READ MEM 
ommand is for reading the 32 byte long personal string from theEEPROM of the Par devi
e.Length: 3 Bytes.Stru
ture: 0x70<address byte><XOR 
he
ksum>A
knowledgment length: 35 Bytes.A
knowledgment Stru
ture: 0x70<address byte><string byte 31><string byte 0><XOR
he
ksum>4.32 Command 0x71The WRITE MEM 
ommand is for writing the 32 byte long personal string into theEEPROM of the Par devi
e.Length: 35 Bytes.Stru
ture: 0x71<address byte><string byte 31><string byte 0><XOR 
he
ksum>A
knowledgment length: 3 Bytes.A
knowledgment Stru
ture: 0x71<address byte><XOR 
he
ksum>



20 Detailed Des
ription of the Commands4.33 Command 0x72The READ MSD 
ommand is for reading 253 Bytes from the Mass Storage Devi
e (MSD).The 32 bit MSD Address (MSD Address) is the address where the �rst data Byte (Byte0) is read. The other Bytes are read from the 
urrent address, so Byte 1 is read fromMSD Address+1 and so on.The data bytes are transfered in little endian format.Length: 7 Bytes.Stru
ture: 0x72<Address Byte><MSD Address Byte 3><MSD Address Byte 3><MSDAddress Byte 1><MSD Address Byte 0><XOR 
he
ksum>A
knowledgment length: 256 Bytes.A
knowledgment Stru
ture: 0x72<Address Byte><Byte 0><Byte 1><Byte 2>...<Byte252><XOR 
he
ksum>

4.34 Command 0x73The WRITE MSD 
ommand is for writing 1..253 Byte into the Mass Storage Devi
e(MSD). The 32 bit MSD Address (MSD Address) is the address where the �rst data Byte(Byte 0) is written to. The other Bytes are written to the 
urrent address, so Byte 1 getswritten to MSD Address+1 and so on.The data bytes are transfered in little endian format.Length: 256 Bytes.Stru
ture: 0x73<Address Byte><MSD Address Byte 3><MSD Address Byte3><MSD Address Byte 1><MSD Address Byte 0>Byte 0><Byte 1><Byte 2>...<Byte248><XOR 
he
ksum>A
knowledgment length: 3 Bytes.A
knowledgment Stru
ture: 0x73<address byte><XOR 
he
ksum>



4.1 Command 0x10 214.35 Command 0x74The GET MSD CONFIG 
ommand is for reading the availible spa
e (for 
ommandsREAD MSD, WRITE MSD) of the Mass Storage Devi
e (MSD) and for reading theregisters (CID, CSD, ...).The size is returned as the 32 bit number of blo
ks (of 512 Byte).Length: 3 Bytes.Stru
ture: 0x74<address byte><XOR 
he
ksum>A
knowledgment length: 163 Bytes.A
knowledgment Stru
ture: 0x74<address byte><MSD size Byte 3><MSD sizeByte 3><MSD size Byte 1><MSD size Byte 0><MSD CID Byte 3>...<MSD CIDByte 0><MSD CSD Byte 3>...<MSD CSD Byte 0><8 Bytes reserved for otheregisters><XOR 
he
ksum>4.36 Command 0x77The ERROR 
ommand is for signaling an error. The error byte is the number of the error.This 
ommand 
an also be send from the Par devi
e.Remark: The error 
ommand is unused and error messages are dropped. In the 
urrentimplementation a missing A
knowledgment is used as error message.Length: 256 Bytes.Stru
ture: 0x10<address byte>...<data byte 253><XOR 
he
ksum>A
knowledgment length: 0 Bytes.



Part IIParallel Port
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Chapter 5Overview and Communi
ationParametersThe Par devi
es do have a parallel port for plug in to a 
omputer parallel port. The parallelport is for transfering data with hard real time, e. g. Linux +RTAI, up to 400,000 transfersper se
ond.The parallel port 
an be used in two main modes: Gray Code mode and Interrupt mode.In Gray Code mode the data are transfered Gray Code 
oded and asyn
hronously. InInterrupt mode the data are transfered interrupt driven via a line whi
h 
auses an interruptat the re
eiver. The re
eiver then toggles a handshake line to a
knowledge the data andallow the sender to send the next interrupt.In Gray Code mode up to 400,000 transfers per se
ond 
an be done while in Interruptmode approx. 100,000 transfers per se
ond 
an be done.The parallel port has 17 data lines: 8 bidire
tional data lines, 4 output 
ontroll linesand 5 input status lines. The fun
tion of the asso
iated Par devi
e lines depends on themain mode (Gray Code mode / Interrupt mode) and the sub-mode whi
h 
an be set viaUSB (previous 
hapter).
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Chapter 6Des
ription of the parallel portmodes
6.1 Gray Code Mode
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6.2 Interrupt Mode 256.2 Interrupt Mode



Part IIIAppendix
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Appendix AExampleData pa
ket Data pa
ketfrom the 
omputer from the par devi
e 
omment0x1010 the 
omputer sends a ping0x1010 the Par devi
e answers the ping0x1111 the 
omputer is querying the address0x111302 the Par devi
e sends it's addressA.1 serial numberThe serial number has the same stru
ture as an ISBN number and 
an be 
he
ked onlineat http://www.isbn-
he
k.
om/ .
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